European Financial
Integrity Summit
Amsterdam 2025

15 May 2025 -

@JE{_ Gift Card
=/~ & Voucher
V\A) Association

NC | BranchevVereniging
'\ Cadeaukaarten Nederland
































































































































































































https://edition.cnn.com/2015/05/22/africa/ancient-egypt-animal-mummies-empty/index.html



















Online scams are now the 1st or 2nd most reported type of crime in most countries GASA

Global Anti-Scam Alliance

Russia: 23%

USA: Most
experienced
crime

France
14%

Belgium
4.4%

Singapore
70%

-
| Israel 3
‘ 5% 1



Scams are out of control... GASA

Global Anti-Scam Alliance

2.5% of all cases
are prosecuted

41% of all reported UK
crime is Fraud

Worldwide only 0.05% of all cybercrimes are prosecuted.

Sources: BBC, UK Office for National Statistics



http://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice/articles/natureoffraudandcomputermisuseinenglandandwales/yearendingmarch2019

What Do
We Do?

Global Anti-Scam Alliance
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The Global Signal Exchange is an initiative of GASA and the DNS Research Federation GASA

Global Anti-Scam Alliance

The Global Anti Scam Alliance (GASA) is a non-profit, bringing together
GASA policy makers, law enforcement, consumer authorities, NGOs, the financial
sector, cybersecurity, and commercial organizations to share insights and

Global Anti-Scam Alliance knowledge surrounding scams.

The DNS Research Federation is a not-for-profit company limited by guarantee,
registered in England and Wales. It is inviting a number of key stakeholders
from all aspects of the DNS ecosystem: big brands, domain name industry,

public safety and academia to participate as partners and supporters.




At the moment, nobody can see the whole picture of cybercrime abuse GASA

Global Anti-Scam Alliance

[ [llustrative ]

VirusTotal

| 3
N

ScamAdviser

OpenPhish

Cyber
Defense
Alliance

Fast and efficient global sharing of abuse signals is essential to help Service Providers detect abuse on their platforms



Scams are a global problem GASA

Global Anti-Scam Alliance

ISPs/Registrars/

Registries/Telcos

Cybersecurity

Governments

" Social Media / ESPs /
Brands & Advertising Platforms
Protection
Agencies
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Consumer Protection
Agencies
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Law Enforcement

That needs to be solved globally...



The goal of the Global Cybercrime Exchange is to create a universal overview of Cybercrime GASA

Global Anti-Scam Alliance

IP Violations Hacking
DDOS Attacks Cyberbullying &
Harassment
Spam
lllegal Content
Cybercrime Exchange
Ransomware Scams & Fraud

To make transparent which Service Providers are fighting abuse successfully and which ones need help
and offer all stakeholders a more efficient and effective way to use abuse signals and make the internet a safer place



What is unique about the Global Signal Exchange?

Global, cross sector Signal Exchange Real-Time Analysis Leaderboards

First global cross Multi-directional Discovery and Creating transparency
sector data sharing of abuse analysis of abuse where scams and fraud
platform and data controlled by on or off platform. are facilitated
network the Data Source Smart matching
using Al

The Global Signal Exchange is NOT a data source itself but a meta aggregator
that provides real-time data retrieval from many data sources for further analysis
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Recent Signals

Bearch and filler recant signals reported within the las! 7 days and provide lesdback.

Search the most recently added signals.
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The exchange will also facilitate a feedback loop GASA

Global Anti-Scam Alliance

Feedback
Removed / False Positive

Data Sources Signal.Exchange Trusted Data Users

Allowing Trusted Users to report removal and false positives to improve quality of Data Sources



Both non-profit as well as commercial data feed providers have joined the GSE
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We are only at the start....




Interested in becoming a Partner?

Contact us to join our fight against online scams!

Rens Grim

Advocate for the Global Signal Exchange
E: rens.grim@gasa.org

M:+31634 116034

GASA

Global Anti-Scam Alliance




Fraud Prevention Solutions Showcase

Sjoerd Groot
Chief Growth Officer

Alphacomm
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Stop gift card payment fraud

Keep your revenue safe
and your customers satisfied

" Hlphacomm



Sjoerd Groot

Chief Growth Officer

Alphacomm

Rotterdam, The Netherlands
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We believe buying
J digital goods

should be # effortless.
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Digital goods
are vulnerable to
payment fraud

%@ Non-tangible nature

@ Immediate delivery

" High demand
for resale
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Anonymous

Low perceived value

2 o Do

Easy to scale fraud
attacks
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What is payment fraud?

Payment fraud is any deceptive and
illegal financial transaction by someone.

192




Fraud is hitting businesses where it hurts

Merchant losses due to payment fraud

43%

of consumers have been victim of payment
fraud at least once in the past 18 months.

ARSI S

Value (Billion $)

193Source: Digital River, 2024&
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The impact of

b B S

payment fraud

Financial loss

Extra work for teams

Unhappy customers &
reputation damage



Examples of payment fraud

=

b@
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Credit card fraud

Fraudsters use stolen card details for unauthorised
purchases, often obtained via phishingor skimming

Identity theft

Criminals steal personal data to impersonate someone
and commit financial crimes.

ATO - Account takeover

Hackers access accounts to make unauthorised
purchases or steal data.

Do

el

APP — Authorisation Push Payment

Scammers trick people into transferring
money by posing as trusted entities.

Friendly fraud

Customers falsely dispute valid
transactions to get refunds while keeping
goods.

Chargeback fraud

Buyers claim unauthorised charges
to get refunds after receiving goods.



What you should be aware of

f\ Spikes in sales
4

0o— High order values

67 High denoms
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Merchant expectations

0 Fraud loss protection & reimbursement

0 High approval rates

0 Low false positives &

197

Smooth customer experience
without unnecessary friction

Real-time fraud monitoring &
flexible fraud settings



Challenges for merchants

9

Frictionless
customer experience

[\

O,

Minimise risk
e Keep fraud rates low

* Apply sufficient measures
* Maximise revenue

NN
v

e High approval rates
e Maintain a frictionless experience
e Minimise false positives

198



Unfortunately,
3D Secure is not the
holy grail




Ideal setup

E\é Merchant measures

r A
L@>J 24/7 human oversight I%I Rule-based algorithm

A



Instant fraud check

Transaction data

e.g. customer data
& payment details

Transaction

approval
request

24/7 Analyst team

201

Internal data

e.g. previous
transactions

Al

Live risk
decision

<100ms

Anomaly check

External data
e.g. e-mail age and
3rd party feeds

Approve
transaction

TN\

L Decline
transaction

Chargeback reports



100% Chargeback guarantee

Run your business
without the risk

202
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1. Identity

2. Payment method

3. Payment details

To be able to pay by Credit card, we require the following details from you:

First name:

Number

Zipcode

Phone number

sjoerd.groot@alphacomm.nl

Credit card

Street

City

Last name

Change &

Change J

How to balance

Example: Risk measures per product

Type of products

e Low risk

Telco, gift cards- gift use

a Medium risk

Gift cards- self use, eSIM, game cards

e High risk

Prepaid cards



In summary, a good fraud solution should...

Enable you to benefit from more data zy Charge you based on successful
than you can collect yourself transactions

Be trained with the right data, Ideally, indemnify the risk of
relevant to your business chargebacks

Enable you to keep your products live, even Act as a commerdial partner,
duringan attack advising you to balance risk and revenue




Thank you!

Sjoerd Groot

Chief Growth Officer
sjoerd.groot@alphacomm.nl




Fraud Prevention Solutions Showcase

Andrée Moen
Oowner

Intersolve




To view video, please
watch the recorded catch
up session

.




Fraud Prevention Solutions Showcase

Rob Hadden
SVP of Fraud Ops

InComm Payments
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Agenda

Confidential & proprietary

Speaker

InComm Payments Approach

Techology Overview

Rules vs. Modeling

Questions?




Fraud Prevention

InComm Payments Approach

Regular reporting of risk activities to identify
low performing controls or strategies

Timely review of complaints and their root
cause to identify and escalate any product
security concerns

Continuous monitoring of recent transactions
to identify shifts in attack vectors

211 | Confidential & proprietary

Fraud
Performance
Reporting

Consumer

Complaint
Investigations

Transaction
Monitoring

Automated
Dynamic
Protections

Product
Controls

Fraud
Strategies

Automatically respond to scaled attacks
within seconds

Guardrails established to limit high-risk
activity and protect the product before and
after activation

Tailored rulesets and models designed to
protect retailers and customers from fraud



Combatting Fraud

New Technologies: Geolocation

Pre-Geofencing

Post-Geofencing
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Sait Loke
City (3%)

Jetlferson  _
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Phoenix (5.4%)

Houstan {8%)
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Fraud Prevention

Protecting Your Business At Scale

No brand or merchant can combat fraud on its own. We protect your
business and customers with cutting-edge technology, collaborative
partnerships and industry-leading expertise.

. . o ] O
Powered by Accertify: We partner with the retail and financial industry
leader in fraud prevention, bringing the latest Al detection platforms and I\I I I
dedicated data scientists to your business.

Scalability: We scale our solutions to your operations, constantly evolving
to combat emerging threats to your gift card business without disrupting
your customer’s experience.

Technology Partnerships
Back-End Controls: Advanced card packaging and Accertify: Founded in 2007 to protect online
other front-end controls are standard across the transactions from sophisticated attacks, Accertify
industry. We strengthen these security layers with closely collaborates with our in-house teams to
robust back-end controls. develop net-new models capable of detecting and

* Atrtificial Intelligence (Al) and machine learning

combating new fraud vectors.

models (MLMs) identify and analyze unusual » Accertify data scientists analyze unusual behavior
redemption activity in real time, enabling us to to identify new threats before the damage is done.
stop fraudsters from redeeming stolen or

compromised cards.

213

Confidential & proprietary

Expertise

24/7/365 Support: Our dedicated in-house teams
provide constant support to meet your organization’s
needs.

» Our experts regularly collaborate with other
security experts and law enforcement
professionals to share information and stay ahead
of emerging threats.



Fraud Prevention

Rules vs. Modeling

FRAUD EVENTS 2024 FRAUD EVENTS 2025

(WITHOUT MODEL) (WITHOUT MODEL)

Large scale Fraud @
‘ attack (24) @ @

1
@ smal Fraud ‘ @ )

attack (‘24) )
O Other Fraud @
@ attack ('24) @

(') New Fraud
attack (‘25)

- Manual analysis and rule reviews
- Manual monitoring and identification of new patterns

- Inability to analyze multi-dimensional patterns

214 | Confidential & proprietary




Fraud Prevention

Rules vs. Modeling

FRAUD EVENTS 2024

(WITHOUT MODEL)

- Automated model calibration
- Model refreshes and adjustments

- Ability to identify and analyze multi-dimensional patterns

215 | Confidential & proprietary
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Large scale Fraud
attack (‘24)

Small Fraud
attack (‘24)

Other Fraud
attack ('24)

New Fraud
attack (‘25)

FRAUD EVENTS 2025

(WITH MODEL)

Identify fraud
patterns not
identified by rule
reviews

New pattern
identified, not
restricted. Will be
caught by a model
refresh

Identify fraud
patterns historically
identified by rules




thank
you

Learn more at incomm.com

EMPOWER YOUR BUSINESS
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Best Practice European Guidelines

m

PN,

ERGCA

P D=

Hannah Shimko Wendy Trienen European Guideline
Managing Director Chair - .
GGVA BVCNL for the Prevention of Gift Card Fraud

al threat not only to individual businesses but also to
tation of our industry. To address this, the three

., GVCA, and PVYD—have come together to compile an
's aimed at preventing or mitigating fraud-related

o raise awareness and encourage best practices,
1dards across the board.

ical resource for market participants, enabling them to
vant measures for their specific circumstances. By
- safeguard their operations while contributing to the

Bodo Mauss
Senior Director
BHN
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WORDCLOUD TIME

What are you
going to take
away from
today?




Thank you to our
I Sponsors and Exhibitors
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THANK YOU




Next GCVA Fraud Forum
Tuesday 171" June |
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We wish you a safe
journey home

in the Reception Area
sponsored by

é intersolve

Join us for our Drinks Reception I
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